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Protect your data in Power BI

Microsoft Purview

Information Protection

Classify and protect your data
from breaches and exfiltration with
sensitivity labels.

Capabilities include:

« Classify and label sensitive
Power Bl data

» Enforce governance policies
even when Power Bl content is
exported to supported export
formats

Microsoft Purview

Data loss prevention

Reduce the risk of sensitive business
data leakage from Power BI.

Capabilities include:

e Evaluate all semantic models within
the workspaces

» Detect when sensitive data is
uploaded into your Premium
capacities

 See customized policy tip when
semantic model identified as sensitive

Microsoft Defender
for Cloud Apps

Security

Protect your Power Bl reports, data, and
services from unintended leaks or breaches.

Capabillities include:

 Create conditional access policies by
using real-time session controls in
Microsoft Entra ID

 Security admin capabilities to monitor
user access and activity

» Perform real-time risk analysis



Purview Information Protection for Power BI
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Sensitivity Labels

« Sensitivity labels are part of the Information
protection framework

* Only one label can be assigned to each item

« Sensitivity label has the following purposes.

Classification: It provides a classification
for describing the sensitivity level.

User education and awareness: It helps
users understand how to appropriately
work with the content.

Policies: It forms the basis for applying
and enforcing policies and DLP.
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Information . .
B € i Information Protection

Solutions
I =g 1 Discover, label, and protect sensitive and business-critical info across your multicloud data estate.
@ 2  Overview
Settings
@ Reports
[
ﬁ‘ & Sensitivity labels Resources
Data Loss
Preventicn
= Policies ~
ﬁ ~ Information Protection resources
information (7 Classifiers w
Protection
+ 68 Explorers v . . H
- Stay informed about Information Protection
DSPM for
Al We're constantly updating our Information Protection features to make sure your organization can classify and

Related solutions o i ;
protect sensitive info across the expanding Microsoft 365 landscape. Check these resources often to keep up-to-

date on the latest enhancements.

&

eDiscovery

& Data Lifecycle Management

Eﬂ Data Loss Prevention B Follow setup guide
I Read the official docs

Get the latest news
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B (g \nformation Sensitivity labels

i Protection
Solutions
@ @ Overview @ You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.
Settings Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example, you can create labels that

[ Reports encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels

ﬁ‘ I g Sensitivity labels

Data Loss -+ Create alabel [©J Publish labels . Export () Refresh 5 items
Prevention
> Policies W
ﬁ D = Name Priority Scope Created by Last modified
Information 0 Classifiers -~
Protection D Personal 0 File, Email Oct 24, 2024 6:58:29 PM
Trainable classifiers
at,
"- - . . = o o D
S Sensitive info types |:| Public . 1 File, Email Oct 24, 2024 6:58:31 PM
Al
4 EDM classifiers [] > Genenl 2 File, Email Oct 24, 2024 6:58:36 PM
eDSC“w 6& Explorers ~
o [] ~ Confidential 5 File, Email Oct 24, 2024 6:58:43 PM
Related solutions O All Employees - File, Email May 6, 2025 4:32:00 PM
T Data Lifecycle Management 0 Specific People D7 File, Email May 6, 2025 4:32:00 PM
Data Loss Prevention
B D ~  Highly Confidentia 8 File, Email May €, 2025 4:32:00 PM
D All Employees L0 File, Email May &, 2025 4:32:00 PM
|:| Specified People L0 File, Email May &, 2025 4:32:00 PM
|:| DOH Only o File, Email MOD Administrator May 6, 2025 4:41:09 PM



Edit sensitivity label

@ Label details Provide basic details for this label

O Scope The protection settings you choose for this label will be immediately enforced on the items or content containers to which it's applied.
Labeled files will be protected wherever they go, whether they're saved in the cloud or downloaded to a computer.

O items

Parent label
O Groups & sites

O Finish
Name* @

Display name * @

l DOH Only

Label priority (0

l11

Description for users * 0]

DOH Only

Description for admins ®

Enter a description that's helpful for admins who will manage this label

Label color (i}



Edit sensitivity label

© Label details Define the scope for this label

@ Scope Labels can be applied directly to items (such as files, emails, meetings), containers like SharePoint sites and Teams, Fabric and Power Bl items,
schematized data assets, and more. Let us know where you want this label to be used so you can configure the applicable protection
settings. Learn more about label scopes

O ltems
Items
Be aware that restricting the scope to only files or emails might impact access control settings and where the label can be applied. Learn
O Groups & sites more
Files
QO Finish Protect files created in Word, Excel, PowerPoint, and more.

Emails

Protect messages sent from all versions of Outlook.

D Meetings

Protect calendar events and meetings scheduled in Outlook and Teams.

Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups, SharePoint sites, and Loop
workspaces.

Back Cancel




Edit sensitivity label

© Label details Choose protection settings for the types of items you selected
@ Scope The protection settings you configure will be enforced when the label is applied to items in Microsoft 365.
® items Control access

Control who can access and view labeled items.

4 Apply content markin
O Groups & sites . PR 9

Add custom headers, footers, and watermarks to labeled items.

QO Finish

Back m Cancel



Edit sensitivity label

a
@ Label details Access control
Use encryption capabilities to control who can access labeled items. Depending on the scope you specified, items can include emails, Office,
@ Scope . . L :
Fabric and Power Bl files, and meeting invites. Learn more about access control settings
® liems — ) ) . :
(_) Remove access control settings if already applied to items
© Configure access control settings
® Access control
@ Tuman co-authoring for Office desktop apps so multiple users can simultanecusly edit labeled documents that have access control settings applied. Learn more about this
©  Content marking sefling
[ Go to co-authoring setting ]
© Auto-labeling for files and emails
Assign permissions now or let users decide?
O Groups & sites [ Assign permissions now l
The settings you choose will be automatically enforced when the label is applied to email and Office files.
QO Finish
User access to content expires ®
l Mever l
Allow offline access (i)
[ Always l
Assign permissions to specific users and groups * O]
Assign permissions
4 items
Users and groups Permissions Edit Delete
admin@GOV300497.onmicrosoft.com Co-Author f ]E
adminDOH2@GOVI00497 . onmicrosoft.com Co-Author & 0]
adminDOH@GOVI00497.onmicrosoft.com Co-Author f ﬁi[ v

Back m Cancel



Edit sensitivity label

@ Label details Content marking
® s Add custom headers, footers, and watermarks to content that has this label applied. Learn more about content marking
cope
(D All content marking will be applied to documents but only the header and footer will be applied to email messages. If you chose to configure meeting settings for this label, the
header and footer will also be applied to meeting invites,
. Items
v Access control Content marking

[0

Add a watermark

® Content marking

) ) : f Customize text
0 Auto-labeling for files and emails

Highly Confidential - DOH Only

Groups & sites
O P Add a header

& Customize text
O Finish
Highly Confidential - DOH Only

D Add a footer

Back Cancel




Edit sensitivity label

a
. . .
Auto-labeling for files and emails
@ Label details
When users edit Office files or compose, reply to, or forward emails from Outlook that contain content matching the conditions you choose
® s here, we'll automatically apply this label or recommend that they apply it themselves. Learn more about auto-labeling for Microsoft Purview
cope
® T automatically apply this label to files that are already saved (in SharePoint and OneDrive) or emails that are already processed by Exchange, you must create an auto-labeling
policy. Learn more about auto-labeling_ policies
" Items
«  Access control Auto-labeling for files and emails
«  Content marking
@ Since encryption is turned on, a large amaount of content might be automatically encrypted when this label is applied. Turning on encryption impacts Office files (Word,
PowerPoint, Excel) and PDF files that have this label applied. Because the files will be encrypted for security reasons, performance will be slow when the files are opened or
. ; saved, and some SharePoint and OneDrive features will be limited or unavailable. Leam more
® Auto-labeling for files and emails
O Groups & sites /~ Detect content that matches these conditions
-~ Content contains ]
O Finish
Group name * Group operator
Default l [ Any of these l
Sensitive info types
Credit Card Number [ High confidence l O] Instancecount to @ M
U.S. Social Security Number (SSN) l Medium confidence l 0] Instance count to @ M
Add
Af Create group
When content matches these conditions
l Automatically apply the label
v

Back

Cancel



Edit sensitivity label

© Label details Review your settings and finish

& Scope MName
DOH Only

° ltems Display name

DOH Only

Edit

° Groups & sites

Description for users
» DOH Only

. Finish Edit

Scope
File, Email
Edit

Access control
Access control
Edit

Content marking

Watermark: Highly Confidential - DOH Only
Header: Highly Confidential - DOH Only

Edit

Auto-labeling for files and emails
Automatic

Edit

Back Save label Cancel
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m @ Information Sensitivity labels

o Protection
Solutions
@ m Overview @ You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this, you must first complete these steps to enable the feature.
Settings Sensitivity labels are used tn rlaceifs amaj| messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected based on the settings you choose. For example, you can create labels that

(] Reports encrypt files, add conten Publishlabels control user access to specific sites. Learn more about sensitivity labels

ﬁ‘ I ¥ Sensitivity labels

P -+ Create alabel [ Publishlabels | Export () Refresh 5 items
Prevention
== Policies s
ﬁ = Name Priority Scope Created by Last modified
Infarmation 0 Classifiers ~
Protection Personal 0 File, Email Oct 24, 2024 6:58:29 PM
Trainable classifiers
at,
- - Public Do File, Email Oct 24, 2024 6:5831 PM
DEPM for Sensitive info types : ' s eV
Al
4 [EDL) elsifee % General 2 File, Email Oct 24, 2024 6:58:36 PM
.Q 60 Explorers ~
eDizcovery . . = . - - =
Confidential 5 File, Email Oct 24, 2024 6:58:43 PM

Related solutions

O 0o o0oooogooo

~  Highly Confidential 8 File, Email May 6, 2025 £:32:00 PM

T Data Lifecycle Management All Employees . File, Email May 6, 2025 4:32:00 PM
&) Data Loss Prevention - . ) )

Specified People + 10 File, Email May 6, 2025 4:32:00 PM

DOH Only 1 File, Email MOD Administrator May 6, 2025 $:46:45 PM



Edit policy

@ Labels to publish Choose sensitivity labels to publish

O Admin units When published, the labels you choose here will be available in specified users’ Office apps (Word, Excel, PowerPoint, and Outlook),

SharePoint and Teams sites, and Microsoft 365 Groups.

O Users and groups

Sensitivity labels to publish
Highly Confidential

QO Ssettings Highly Confidential/DOH Only
Edit

O Name

O Finish



Edit policy

@ Labels to publish Assign admin units

Choose the admin units you'd like to assign this policy to. Admin units are created in Microsoft Entra ID and restrict the policy to a specific

@ Admin units set of users or groups. Your selections will affect the location options available to you in the next step.

If you want to assign this policy to all users and groups, select ‘Next' and proceed. Learn more about admin units

O Users and groups . .
-+ Add or remove admin units

Setti i i

QO settings Admin units
DOH Admin unit

O Mame

QO Finish

Back Cancel




g 3 Contoso Electronics Microsoft Purview

Edit policy

@ Labels to publish Publish to users and groups

The labels you selected will be available for the users, distribution groups, mail-enabled security groups, and Microsoft 365 Groups you

@ Admin units choose here.

. Users and groups @ If your role group permissions are restricted to a specific set of users and groups, you'll only be able to publish labels for those users and groups. Learn more about role b4
group permissions.

View role groups

(O Settings
Location Scope
O Name
# Users and groups 4 Users or groups Edit
O Finish

Back Cancel




Microsoft Purview

Edit policy

@ Labels to publish
& Admin units

° Users and groups
. Settings

O Name

O Finish

Policy settings
Configure settings for the labels included in this policy.

Users must provide a justification to remove a label or lower iits classification
Users will need to provide a justification before removing a label or replacing it with one that has a lower-order number. You can use activity explorer to review label
changes and justification text.

D Require users to apply a label to their emails and documents
Users will be required to apply labels before they can save documents or send emails (only if these items don't already have a label applied).

@ Support and behavior for this setting varies across apps and platforms. Learn more about managing sensitivity labels

D Require users to apply a label to their Fabric and Power Bl content

Users will be required to apply labels to unlabeled content they create or edit in Fabric and Power BI. Learn more about mandatory labeling_in Fabric and Power Bl

D Provide users with a link to a custom help page

If you created a website dedicated to helping users understand how to use labels in your org, enter the URL here. Learn more about this help page

Back

o conioe I

9

Cancel



Edit policy

© Labels to publish Default settings for documents

& Admin units

Apply a default label to documents

© Users and groups The label you choose will automatically be applied to Word, Excel, and PowerPoint documents when they're created or modified. Users can
always select a different label to better match the sensitivity of their document. Learn which Office app versions support this setting

Setti
@ settings Default label

None
® Documents

©  Emails

0  Meetings

©  Fabric and Power Bl

O Name

O Finish

Back Cancel




Edit policy

© Labels to publish Default settings for emails

& Admin units

Apply a default label to emails

© Users and groups The label you choose will automatically be applied to new and existing, unlabeled emails. Users can always change the default label before
they send the message. Learn which Outlook versions support these settings

Setti
@ settings Default label

Same as document
«  Documents

® Emails @

0  Meetings

Inherit label from attachments

©  Fabric and Power Bl

If an email is labeled and attachments with higher pricrity labels are added, you can automatically replace the email's label with the highest
priority attachment label or recommend that users do it themselves. If the email isn't labeled, it inherits the highest priority label from
attachments. Learn more about label inheritance

O Name

O Finish D Email inherits highest priority label from attachments

Back Cancel




Edit policy

@ Labels to publish Default settings for Fabric and Power Bl content

& Admin units

Apply a default label to Fabric and Power Bl content
© Users and groups The label you choose will automatically be applied to new Fabric and Power Bl reports, dashboards, and datasets. Users can always change
the default label if it's not the right one. Learn more about default label policies in Fabric and Power Bl

Settings
o 9 Default label
None ~
«  Documents
None
Emails
T Personal
+  Meetings Public
General

® Fabric and Power Bl
General/Anyone (unrestricted)

O Name General/All Employees (unrestricted)
Confidential
O Finish Confidential/All Employees

Confidential/Specific People
Highly Confidential
Highly Confidential/All Employees

Highly Confidential/Specified People

Back Cancel




Edit policy

@ Labels to publish Review and finish

0 Admin units Name
Highly Confidential - DOH Only

@ Users and groups Description
Edit
@ Ssettings Publish these labels

Highly Confidential
Highly Confidential/DOH Only

o MName Edit

Publish to users and groups

. Finish Exchange email - All accounts

Edit

Policy settings
Users must provide justification to remowve a label or lower its classification
Edit

Back m Cancel
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&3

Settings

N

Data Loss
Preventicn

[

Information
Protection

a*t
L
DSPM far
Al

&

eDiscovery

Information
Protection

M  overview

@ Reports

@ Sensitivity labels

<Y Policies ~

l Label publishing policies
Auto-labeling policies

{J Classifiers ~

68 Explorers ~

Related solutions
T Data Lifecycle Management

B Data Loss Prevention

BN - 2o

Label policies

@ i your role group permissions are restricted to a specific set of users or groups, you'll only be able to manage policies for those users or groups. Leam more about role group permissions. x

View role groups

Publish one or more labels to users’ Microsoft 365 apps (like Outlook and Word), SharePoint sites, and Microsoft 365 groups. Once published, users can apply the labels to protect their content. Learn more about label publishing policies

2} Publish label O Refresh 2 items
Name Priority Created by Last modified
D Global sensitivity label policy 0 May 6, 2025 4:31 PM
|:| Highly Confidential - DOH Only 1 MOD Administrator May &, 2025 4:47 PM
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Power Bl Admin portal

Home .
® Admin portal
Create ) I Lreate workspaces
LTS Enabled for the entire organization
B Usage metrics
Browse P Use semantic models across workspaces

Users Enabled for the entire organization

Premium Per User
Data hub it | b Define workspace retention period
B udit logs Enabled for the entire organization

C it tti
o apacity settings

Refresh summary

1

Metrics Embed Codes Information protection
0] izational visual e
N rgsnizationatvisusis b Allow users to apply sensitivity labels for content
Leam Azure connections Enabled for the entire organization
O Workspaces e . .
= b Apply sensitivity labels from data sources to their data in Power Bl
Workspacss Custom branding Enabled for the entire organization
o Featured content . e
=] gatured conten b Automatically apply sensitivity labels to downstream content
My

Enabled for the entire organization
workspace

4 Allow workspace admins to override automatically applied sensitivity labels
Enabled for the entire organization

With this setting enabled, workspace admins can change or remove sensitivity labels that
were applied automatically by Power Bl for example, as a result of label inheritance.
Learn More

@D cnabled

@ This setting applies to the entire organization

b Restrict content with protected labels from being shared via link with everyone in your organization
Enabled for the entire organization

Export and sharing settings

b Allow Azure Active Directory guest users to access Power Bl
Enabled for the entire organization

I lleare Fan invite atiect nicere 1o collaborate throuab item charinag and nermiscinne



Power Bl Admin portal

Home .
- Admin portal
Create ) V¥ Lreate workspaces
Tenant settings Enabled for the entire organization
D Usage metrics
Browse I Use semantic models across workspaces
Users Enabled for the entire organization
E Premium Per User
Dats hub ) I Define workspace retention period
Audit logs

Enabled for the entire organization

B

Capacity settings
s pacity g

Refresh summary

19

Metrics Embed Codes Information protection

Organizational visuals e
g 4 Allow users to apply sensitivity labels for content

W=

Azure connections Enabled for the entire organization
Workspaces With this setting enabled, Microsoft Purview Information Protection sensitivity labels
2 blished izati i isi
published to users by your organization can be applied. All prerequisite steps must be
Workspaces Custom branding completed before enabling this setting.
= Featured content Important; Sensitivity-label-based access control for Fabric and Power Bl data and
My content is only enforced in the tenant where the labels were applied, in Power Bl Desktop
workspace (.pbix) files, and in Excel, PowerPoint, and PDF files generated via supported export

paths. Sensitivity-label-based access control is not supported in cross-tenant scenarios,
such as external data sharing, or in any other export scenario, such as export to .csv or
txt formats. For more information, see Information protection in Microsoft Fabric:
Access control.

Mote: Sensitivity label settings, such as encryption and content marking for files and
emails, are not applied to content in Fabric. Learn More. Encryption is applied to content
in supported export paths.

Visit the Microsoft Purview portal to view sensitivity label settings for your organization.

@D cnabled

@ The setting below determines which users in the organization can apply and
change sensitivity labels. All other users in the organization can only view the
labels.

Apply to:
@ The entire organization

O Specific security groups

D Except specific security groups




Power Bl Admin portal

Admin portal
Create . A n -
Tenant settings APPly Lance
B Usage metrics
Browss 4 Apply sensitivity labels from data sources to their data in Power BI
Users Enabled for the entire organization
5 ﬁfb Premium Per User Only sensitivity labels from supported data sources will be applied. Please see the
== i documentation for details about supported data sources and how their sensitivity labels
B Audit logs are applied in Power Bl. Learn about supported data sources

Capacity settings

fer @D cnabled

Refresh summary

0

; Embed Codes . . ) .
Metrics @ Additional data sources may be supported in the future. With this feature
Organizational visuals enabled, the sensitivity labels from these data sources will also be applied in
ED Power BI.
Leam Azure connections
() Workspaces Apply to:
Workspaces Custom branding @ The entire organization
e Featured content O Specific security groups
My
workspace D Except specific security groups

P Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

P Allow workspace admins to override automatically applied sensitivity labels
Enabled for the entire organization

P Restrict content with protected labels from being shared via link with everyone in your organization
Enabled for the entire organization

Export and sharing settings

P Allow Azure Active Directory guest users to access Power Bl
Enabled for the entire organization

P Users can invite guest users to collaborate through item sharing and permissions
Enabled for the entire organization

' Guest users can browse and access Fabric content
Disabled for the entire organization



Power Bl Admin portal

Admin portal
Create . . )
Tenant settings D Except specific security groups
B Usage metrics
Browse . -
Users Apply Cance
E Premium Per User
Data hub

4 Automatically apply sensitivity labels to downstream content

Audit logs Enabled for the entire organization

B

Capacity settings With this setting enabled, whenever a sensitivity label is changed or applied to Power Bl

content, the label will also be applied to its eligible downstream content. Learn More

Apps

Refresh summary

Metrics Embed Codes e Enabled

Organizational visuals

1

=

Azure connections Apply to:
) Workspaces @ The entire organization
Workspaces Custom branding O Specific security groups
S Featured content D Except specific security groups
My
workspace

4 Allow workspace admins to override automatically applied sensitivity labels
Enabled for the entire organization

With this setting enabled, workspace admins can change or remove sensitivity labels that
were applied automatically by Power Bl, for example, as a result of label inheritance.
Learn More

@D cnabled

@ This setting applies to the entire organization

P Restrict content with protected labels from being shared via link with everyone in your organization
Enabled for the entire organization

Export and sharing settings

b Allow Azure Active Directory guest users to access Power Bl

Ermabilard far o amEremm e e et e e
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Sensitivity labels in the Power Bl Service

Set the sensitivity label on a report or dashboard

Power Bl My workspace

My workspace

+ New ~ T Upload ~ = View ~ = Filters Q. Search

iDi® i

We updated the look of workspaces Take a tour, and we'll show you how to get around.

(Al

D e All Content Datasets + dataflows »

Settings for Health Agency Reports

L s

(] Name Type Owner Refreshed Next refresh Endorseme
il ﬂ attedndess Semantic model MOD Administrator  3/15/2025, 3:00:03 PM N/A _ Change default visual interaction from cross highlighting to cross filtering.
| @
ED m customer name Report MOD Administrator  3/15/2025, 3:00:03 PM — — ’
Leam
) _ B Export data
O Health Agency Reports = Ty Report MOD Administrator ~ 5/6/2025, 5:25:38 PM — —
Workspaces ) 1 .
ﬂ Table Analyze in Excel 10D Administrator  3/15/2025, 25656 PM N/A - Choose the type of data you allow your end users to export.
= |
Delete .
ka ﬂ Table 10D Administrator  5/6/2025, 5:25:38 PM N/A _ Summarized data and data with current layout hd
workspace
Quick insights 1
m test 10D Administrator  3/15/2025, 2:56:56 PM — — —
Save a copy Sensitivity label

Classify the sensitivity of this report content. Learn more

View workspace lineage

(None) "y
Create paginated report

Personal

Public

GeneralhAnyone (unrestricted)
GenerahAll Employees (unrestricted)
Confidential\All Employees

Highly Cenfidential VAIl Employees
Highly Confidential \DOH Only

[ e

Cross-report drill through

Allow visuals in this report to use drill-through targets from other reports



Sensitivity labels in the Power Bl Service

Set the sensitivity label on a semantic model or dataflow

Al

gpBAann-

My workspace

+ New ~ F Upload ~

Content Datasets + dataflows

Name

attedndees

customer name

Health Agency Reports

Table

Table

test

We updated the look of workspaces Take a tour, and we'll show you how to get around.

Type
Semantic model
Report

More options
+. atyze in Excel

C B Create report
Auto-create report
Create paginated report
Delete
Get quick insights
Security
Rename

Open dﬁta model

Owner

MOD Administrator

MOD Administrator

10D Administrator

10D Administrator

10D Administrator

10D Administrator

Settings

Refreshed

3/15/2025, 3:00:03 PM

3/15/2025, 3:00:03 PM

5/6/2025, 5:25:38 PM

3/15/2025, 2:56:56 PM

5/6/2025, 5:25:38 PM

3/15/2025, 2:56:56 PM

Next refresh

N/A

N/A

N/A

Power Bl My workspace

General

attedndees
Table

Table

Alerts Subscriptions Dashboards Semantic models Workbooks Reports Dataflows

Settings for Table

View semantic model @

(@ Refresh can't be scheduled because the semantic model doesn't contain any data model ¢
linked table. To schedule refresh, the data must be loaded into the data model.

Refresh history

4 Semantic model description

Describe the contents of this semantic model.

4 Sensitivity label

Classify the sensitivity of this semantic model Learn more

|(l\0na) v|
_icn settings and conterg marking, are not enforced
Personal
Public

General\Anyone (unrestricted)

General\All Employees (unrestricted)
® § Confidentiahall Employees

Highly Confidential \All Employees

Highly Confidential \DOH Only




Sensitivity label
inheritance from data
sources

« Power Bl can inherit sensitivity
labels from supported data sources
like:

* Excel files stored on OneDrive or
SharePoint Online*

* Azure Synapse Analytics
(formerly SQL Data Warehouse)

 Azure SQL Database
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Power Bl Premium Workspace for Health Department

Premium Workspace for Health Department
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Power Bl Premium Workspace for Health Department

Premium Workspace for Health Department @

+ New ~ F Upload ~ § Create deployment pipeline = View = Filters # Settings & Access Q. Search
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Apply sensitivity labels in Power Bl Desktop
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Downstream inheritance
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Sensitivity labels and protection on exported data
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Sensitivity labels and protection on exported data
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Sensitivity label inheritance upon creation of new content
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Sensitivity labels in the Power Bl mobile apps
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Microsoft Purview Data Loss Prevention

Prevent accidental or unauthorized sharing of sensitive data

SN B o s®@
= x >‘_' = Websites @

MIP Scanner

Coming to z“: salesforce Re qUireS
GCC

Microsoft 365 Endpoint Non-Microsoft apps On-premises

Cloud DLP — Service based Endpoint — Platform based 3rd party API based On-prem service

Guided onboarding

Data in use Unified & flexible policy management

Data in motion Integrated with Microsoft Purview Information Protection
Unified alerting & remediation

Data at rest

Agentless and integrated within end user experiences




- DLP - Admin Experience

* DLP Policy Creation




m & Datatos Policies

S Prevention
@ @ Overview Use data loss prevention (DLP) policies to help identify and protect your organization’s sensitive info. For example you can set up policies to help make sure information in email and docs isn't shared with the wrong people. Learn more about
DLP
Settings .
I <= Policies @ i your role group permissions are restricted to a specific set of users or groups, you'll only be able to manage policies for those users or groups. Leam more about role group permissions. *
‘ "
a! A Alerts View role groups
Data Loss
Prevention
{7 Classifiers v
Information (i} F—XP|OFETS ™
Protection
.I;. Related solutions —|— Create policy i Export O Refresh gitems | O Search I Customize columns
DSPM far
Al . .
(¢ Information Protection [ Name Priority Last modified Status
B &  Insider Risk Management [] Default Office 365 DLP policy : 0 May 6, 2025 10:43 AM On
Manager
.._] [] Default policy for Teams : 1 Oct 24, 2024 6:58 PM COn
Communi...
Compliance [[] Default policy for devices 2 Oct 24, 2024 6:58 PM On
D DOH Policy 3 Mar 19, 2025 8:23 AM On
D Label policy 4 Jan 14, 2025 12:55 PM On
[[] DSPM for Al: Detect sensitive info added to Al sites 5 Mar 13, 2025 3:05 PM On
[[] DSPM for Al - Block sensitive info from Al sites : & Mar 13, 2025 3:06 PM Test with notifications
[] Adaptive Protection policy for Endpoint DLP 7 Apr 9, 2025 10:35 PM Test without notifications
[] Adaptive Protection policy for Teams and Exchange DLP 8 Apr 9, 2025 10:35 PM Test without notifications



Data loss prevention Create policy

@ Template or custom policy

Start with a template or create a custom policy

O Name Choose an industry regulation to see the DLP policy templates you can use to protect that info or create a custom policy start from scratch. If
you need to protect labeled content, you'll be able to choose labels later. Learn more about DLP policy templates

O Admin units l L Search for specific templates l l All countries or regions
O Locations .
Categories Regulations Custom policy
O Pelicy settings Financial | custom policy Create a custom policy from scratch. You will choose

the type of content to protect and how you want to

Medical and health protect It.

O Policy mode

Privacy

Q Finish | Custom



Microsoft Purview

Data loss prevention > Create policy

@ Template or custom policy H

| Name your DLP policy
® Name

| Create a DLP policy to detect sensitive data across locations and apply protection actions when the cenditions match.
O Admin units Name *

| DLP Policy for Power BI

QO Locations

| Description

Q Policy settings

| Helps detect the presence of information subject to United States Health Insurance Portability and Accountability Act (HIPAA).

Q Policy mode

O Finish

4

Back m Cancel



Data loss prevention View policy
® Name A . d H -
ssign admin units
@ Admin units Choose the admin units you'd like to assign this policy to. Admin units are created in Microsoft Entra ID and restrict the policy to a specific
set of users or groups. Your selections will affect the location options available to you in the next step.
O Locations If you want to assign this policy to all users and groups, select ‘Next’ and proceed. Learn more about admin units

() Admin units aren’t supported for all locations. Admin units aren't applicable to some locations, such as Fabric and Microsoft 365 Copilot. As a result, if you select admin units
here, you won't be able to scope this policy to those locations in the next step.

O Advanced DLP rules

—~+ Add or remove admin units

O Policy mode

Admin units
O Finish Full directory

Back Cancel




Data loss prevention Create policy

& Template or custom policy

Choose where to apply the policy
& HName

We'll apply the policy to data that's stored in the locations you choose.

0 Admin units (3 Protecting sensitive info in on-premises repositories (SharePoint sites and file shares) is now in preview. Note that there are prerequisite steps needed to support this new

capability. Learn more about the prerequisites

. Locations —~
L1} Pay-as-you-go billing needs to be set up to configure polices for non-Microsoft 365 data sources. Leamn more about pay-as-you-go billing

O Policy settings

Location Scope Actions

QO Policy mode [] @ Exchange email Turn on location to scope
Q Finish [] 8 SharePoint sites Turn on location to scope

D & OneDrive accounts Turn on location to scope

O &% Teams chat and channel messages Turn on location to scope

D 8 Devices Turn on location to scope

] & Instances Turn on location to scope

D E On-premises repositories Turn on location to scope

Ll Power Bl workspaces All workspaces Edit

Back Cancel




Data loss prevention Create policy

@ Template or custom policy

Customize advanced DLP rules

@ Name The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
create new ones.

@ Admin units

~+ Create rule
& Locations

0 items

. Policy settings
Mame Status
® Advanced DLP rules

No rules created
O Policy mode

O Finish

Back Cancel




Data loss prevention View policy X
Edit rule
@ HName ) o ) . )
Use rules to define the type of sensitive information you data protect. If content matches many rules, the most restrictive one will be enforced. Learn more about rules,
| Name *
@ Admin units
@ Locations Description
@ Advanced DLP rules p
O Policy mode . Conditions
| Define the conditions that must be met for this policy to be applied. Include specific content, senders, and recipients that you want the rule to detect. For more complex rules, create groups to exclude or include items. Learn how
the condition builder works
O Finish

(@ ) Quick summary

-~ Content contains o}

Group name * Group operator

fi]
[ Default J Any of these

Sensitive info types

Credit Card Number [ High confidence ] 0] Instance count | 1 to | Any ®
U.5. Social Security Number (SSN) [ Medium confidence ] @ Instance count | 1 to | Any @ ]ﬁl
Add ~

Evaluate predicate for (available for Exchange workload only)
% Create group
-+ Add condition {8 Add group

. Actions




Microsoft Purview D Copilot Q

Data loss prevention View policy X
Edit rule
Q Name
Add v
o Admin units Evaluate predicate for (available for Exchange workload only)

% Create group

@ Advanced DLP rules -+ Add condition ™ {8 Add group

QO Policy mode /~ Actions

Use actions to protect content when the conditions are met.
O Finish

-~ Restrict access or encrypt the content in Microsoft 365 locations |

@ Block users from receiving email, or accessing shared SharePoint, OneDrive, and Teams files, and Fabric and Power Bl items.

By default, users are blocked from sending Teams chats and channel messages that contain the type of content you're protecting. But you can choose who is blocked from receiving emails or
accessing files shared from SharePoint, OneDrive, and Teams, as well as Fabric and Power Bl items.

'3:::3' Block everyone. @)

'@:' Block only people outside your organization. ®

/ User notifications
Use notifications to inform your users and help educate them on the proper use of sensitive info.

@ o~

@ Support and behavior for policy tips varies across apps and platforms. Learn where policy tips are supported

Microsoft 365 services

Notify users in Office 365 service with a policy tip or email notifications



Microsoft Purview

O—0O0—0—90—0—0

Admin units

Locations

Advanced DLP rules

Policy mode

Finish

View policy

Edit rule

“~ User notifications
Use notifications to inform your users and help educate them on the proper use of sensitive info.
@ or

@ Support and behavior for policy tips varies across apps and platforms. Learn where policy tips are supported

Microsoft 365 services

Notify users in Office 365 service with a policy tip or email notifications

Policy tips
Customize the policy tip text

Senstive Data detected!!

“~ User overrides

Allow overrides from M365 services

Require a business justification to override

D Override the rule automatically if they report it as a false positive

~ Incident reports

Use this severity level in admin alerts and reports:

Send an alert to admins when a rule match occurs.
@ on

Send email alerts to these people (optional)
admin@govi00497.onmicrosoft.com

|- Add or remove users

@ Send alert every time an activity matches the rule

(:) Send alert when the volume of matched activities reaches a threshold

Instances more than or equal to matched activities
Volume more than or equal to MEB
During the last minutes

For



Data loss prevention Create policy

@ Template or custom policy

Customize advanced DLP rules

@ Name The rules here are made up of conditions and actions that define the protection requirements for this policy. You can edit existing rules or
create new ones.

@ Admin units

~+ Create rule
& Locations

1item
. Policy settings
Name Status

#® Advanced DLP rules

AN Power B DLP @ oo g O

Conditions
O Policy mode Content contains any of these sensitive info types: Credit Card Number, U.5. Social Security Number
(SSM)
Evaluate predicate for Message or attachment
O Finish Actions

Notify users with email and policy tips
Restrict access to the content for external users
Send alerts to Administrator

Back Cancel




Data loss prevention Create policy

@ Template or custom policy

Policy mode

© Name

You can test this policy before turning it on to verify if it needs improvement or if it meets all your objectives. If you turn the pelicy on right
away, you can edit it later and safely test those changes in simulation mode.
@ Admin units

() Run the policy in test mode
You'll be able to review alerts to assess the policy’s impact. Any restrictions you configured won't be enforced. Learn more about test mode

@ Locations

© Turn the policy on immediately
0 Policy settings After the policy is created, it'll take up to an hour before any changes are enforced.

() Leave the policy turned off

. ) Decide to test or activate the policy later.
. Policy mode

O Finish

Back Cancel
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m & Dataloss Policies

i Prevention
Solutions
) Overview Use data loss prevention (DLP) policies to help identify and protect your organization’s sensitive info. For example you can set up policies to help make sure information in email and docs isn't shared with the wrong people. Learn more about
@ DLP
Settings .
I <= Policies (ON; your role group permissions are restricted to a specific set of users or groups, you'll only be able to manage policies for those users or groups. Leam more about role group permissions. x
[
ﬁ‘ A Alerts View role groups
Data Lozs
Preventicn
0 Classifiers v
Information 60 Explorers e
Protection
ot . . . o .
- Related solutions -+ Create policy | Export () Refresh 10items | O Search Z Customize columns
DSPM for
Al . .
(% Information Protection [l Name Priority Last modified Status
Compliance & Insider Risk Management [] Default Office 365 DLP policy : 0 May 6, 2025 10:43 AM On
hanager
.__] |:| Default policy for Teams 1 Oct 24, 2024 6:58 PM On
Communi...
Compliance [[] Default policy for devices 2 Oct 24, 2024 6:58 PM On
[] DOH Policy 3 Mar 19, 2025 8:23 AM On
[] Label policy 4 Jan 14, 2025 12:55 PM On
|:| DSPM for Al: Detect sensitive info added to Al sites 5 Mar 13, 2025 3:05 PM Cn
[[] DSPM for Al - Block sensitive info from Al sites 6 Mar 13, 2025 3:06 PM Test with notifications

Adaptive Protection policy for Endpoint DLP

Adaptive Protection policy for Teams and Exchange DLP

DLP policy for Power Bl

=]

Apr9, 2025 10:35 PM

Apr 9, 2025 10:35 PM

May 22, 2025 1:36 PM

Test without notifications

Test without notifications



DLP — Admin Experience

* DLP Policy Matches




Solutions

&

Settings.

N

Audit

3
Data Loss
Prevention

Information
Protection
at
o
DSPM for
Al

®

Compliance
Manager

a Prevention

. Data Loss ACtiVlty explorer

Overview ® If your role group permissions are restricted to a specific set of users, you'll only be able to view activities for those users. Learn more about role group permissions. Y

&

View role groups

o= Policies
Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label activity is monitored across Exchange, SharePoint, OneDrive, and endpoint devices.
A Alerts Support for more locations is coming soon. Learn more
I v
) Classifiers Built-in filters ~ Y Reset “Z Filters
#% Explorers ~

i Date: 5/19/2025-5/26/2025 Activity: Any ™ Location: Any ™ User: Any ™ Sensitivity label: Any ™
Content explorer (classic)

l Activity explorer

3
Related solutions
ﬁ Information Protection
2
&, Insider Risk Management
5/22/2025
1 DLP rule matched 1
DLP rule undo 1
1]

5/22/2025
Chart time zone:{UTC-05:00)

M DLP rule matched M DLP rule undo

| Export () Refresh 2items [F Customize columns
Activity File ~ Location User Happened Policy ~~ Rule ~
[]  DLP rule matched DLP Power Bl test PowerBl meganb @GCVI00497.onmicrosoft.c..  May 22, 2025 4:16 PM DLP policy for Po...  Power Bl DLP

[] DLPrule undo DLP Power Bl test PowerBl meganb @GOVI00497.onmicrosoftc..  May 22, 2025 6:10 PM DLP policy for Po..  Power Bl DLP



QR = Uox

Home
~ Data Loss H-
B a8 : Activity explorer
— Prevention
DLP rule matched
@ ﬂ;l Overview @ If your role group permissions are restricted to a specific set of users, you'll only be able to view activities for those users. Learn more about role group permissions.
Settings Activi details
> Policies ty
& Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label a Activity Happened
oy A Aerts Support for more locations is coming soon. Learn more DLP rule matched May 22, 2025 4:16 PM
i Record ID
& O Chsifers e Built-in filters ~ <7 Reset Z Filters
Data Loss f456b654-b958-4058-aecc-417e8f885e62
revention @@ Explorers ~
& Content explorer (classic) Date: 5/19/2025-5/26/2025 ~ Activity: Any Location: Any User: Any ™~ Sensitivity label: Any About this item
I:m:;n l Activity explorer File
st 3 DLP Power Bl test
(] ]

Related solutions
DSPM for User

A . . meganb@GOV300457.onmicrosoft.com
ﬁ Information Protection

! 2 Sensitive info type Policy
czir:rplu::fe & Insider Risk Management Credit Card Number DLP policy for Power Bl
Rule Policy mode
1 Power Bl DLP Enforce

Rule actions

PbiRestrictAccess, NotifyUser, GenerateAlert

[1]
5/22/2025
Chart time zone:(UTC-05:00) [No TrejPCation details
M CLP rule matched M DLP rule undo Location
PowerBl
Parent
| Export () Refresh
B DLP Power Bl test
Activity ~ File ~ Location User File path
DLP Power Bl test
DLP rule matched DLP Power Bl test PowerBl meganb@GOVS

D DLP rule undo DLP Power Bl test PowerBl meganb@GCVY



R = ™ X

Home
L Data Loss -
B 8 : Activity explorer
e tone Prevention
DLP rule undo
@ m Overview @ If your role group permissions are restricted to a specific set of users, you'll only be able to view activities for those users. Learn more about role group permissions.
Settings Activi details
== Policies Y
& Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more. Label a Activity Happened
P A Alerts Support for more locations is coming soon. Learn more DLP rule undo May 22, 2025 6:10 PM
i Justification Record ID
5 @ Classifiers e Built-in filters ~ 37 Reset “Z Filters
Dt Loss | want to share with partner 45b12957-ad43-4ee8-9dc7-
prevention @8 Explorers ~ ee1682641339
i Date: 5/19/2025-5/26/2025 Activity: Any Location: Any ™~ User: Any ™ Sensitivity label: Any
ﬁ Content explorer (classic)
Information About this item
Protection | Activity explorer
File
o ’ DLP P Bl test
- Related solutions ower Bl tes
DSPM for
Al User
! Ifa Infermation Protection ; meganb@GOVI00497.onmicrosoft.com
Compliance & Insider Risk Management Sensitive info type Policy
r
= Credit Card Number DLP policy for Power BI
4 Rule Policy mode
Power Bl DLP Enforce

Location details

0
5/22/2025 L
ocation
Chart time zone:{UTC-03:00)
PowerBl
B DLP rule matched B DLP rule undo
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Health Reports Data Source label inheritance demo1 Semantic model Premium Workspa... 5/7/2025, 6:10:06 PM N/A — Highly Confidentia

2
>2'{:rk5paces

o0
oD
L=
Premium

Workspac...



Power Bl data set inside the workspace

Power Bl Premium Workspace for Health Department

Home Premium Workspace for Health Department @ Sensitive info found X
@ B DLP Power Bl test [7
Freate + New v T Upload » & Create deployment pipeline = View ~ = Filter automatically detected policy issues with this data on 5/22/25.
@ Learn more about data protection pelicies [
Browse We updated the look of workspaces Take a tour. and we'll show you how to get around. To find sensitive info in your data model, and remove columns or tables, go to
Power Bl desktop. Spotted a mistake? Report an issue to the admin, or
F. override the policy label.
-
BEEGTS Al Content  Datasets + dataflows @ Access restricted
% Viewing, sharing, or exporting this semantic model, or reports and items
created with it is restricted.
b Type Owner Refreshed Mext refresh Endorsement Sensitivity

Name
Restricted to your organization only

%

DLP Power Bl test ° Report Premium Workspa... 5/22/2025, 9:15:57 PM — — — Senstive Data detected!!
Issues found: Credit Card Number.

Metrics

O
H
¢ DLP Power BI test ° I ‘2025, 9:15:57 PM N/A — —
lLJ DLP Power Bl test Reportanissue  Override

Deployment

pipelines
Health Reports Data Source label inheritance demo 1025, 6:10:06 PM — — Highly Confidentia... @
[D . Access restricted
L= Health Reports Data Source label inheritance demo1 This semantic model is restricted because it 1025, 6:10:06 PM N/A — Highly Confidentia... @
contains sensitive info. Some people have lost
C:]JJ access.
»o See full details
{lorkspaces
Premium

Workspac...



Power Bl Premium Workspace for Health Department

Home Premium Workspace for Health Department Sensitive info found X
@ B DLP Power Bl test (7
Create + New v F Upload v 5 Create deployment pipeline = View = Filtal

We automatically detected policy issues with this data on 5/22/25,
Learn more about data protection policies [7

We updated the look of workspaces Take a tour, and we'll show you how to get around. To find sensitive info in your data model, and remove columns or tables, go to
Power Bl desktop. Spotted a mistake? Report an issue to the admin, or
override the policy label.

pet=hu All  Content  Datasets + dataflows © Access restricted

Viewing, sharing, or exporting this semantic model, or reports and items
created with it is restricted.

Name Type Owner Refreshed Next refresh Endorsement Sensitivity
Restricted to your organization only

DLP Power Bl test ° Report Premium Workspa... 5/22/2025, 9:15:57 PM — — — Senstive Data detected!!
Issues found: Credit Card Number.

DLP Power Bl test G Semantic model Premium Workspa... 5/22/2025, 9:15:57 PM N/A — —
Deployment
pipelines
Health Reports Data Source label inheritance demo1 Report Premium Workspa...  5/7/2025, 6:10:06 PM — — Highly Confidentia... & Required info *
o _
Leam : . ) . _ . ) . I want to share with partnerl
- Health Reports Data Source label inheritance demo1 Semantic model Premium Workspa...  5/7/2025, 6:10:06 PM N/A — Highly Confidentia... @

B
BARBAA-

()
>k'crkspsces

LTS Override Cancel
ca2
(=}

Premium
Workspac...




Power Bl Premium Workspace for Health Department DLP Power Bl test ~

@ (3 File ~ ( Refresh v (& Share 4 Createareport ~ K AnalyzeinExcel of Lineage ~ A+ Model health  ~

Home S
@ ® Senstive Data detected!! | View |
Create

£ Tables X

|*] Details for DLP Power Bl test

Browse
Visualize this data . Share this data _
E‘_ + Add description ‘ Select a table and/or columns from this
- B H N
Data hub Create an interactive report, or . Give people access to the semantic model to view and export the
% Location () Refreshed a table, to discover and share semantic model and set their underlying data. Learn more

B Premium Workspace for Hea... 5/22/25, 9:15:57 PM business insights. Learn more permissions to work with it.

B Learn maore @ To select more than one table, and X

g view summarized data, create a

Mstri + Create a report v Share semantic model paginated report.
etrics

Create paginated report

.

Deployment "~ |_| i DLPTEST_UT
pipelines
o See what already exists Q. Filter by keyword = Fiter - ST AME
These items use the same data source as DLP Power Bl test. —
Leam
|:|_J ] MName Type Relation Location Refreshed Endorsement Sensitivity L LASTNAME
>2'crkspsces
m DLP Power Bl test . Report Downstream Premium Workspace for... 5/22/25, 9:15:57 PM — — [ FULLNAME
,?é%
Premium —
Workspace.. |_| ADDR
] Ty
O ST
] = zIp
] PHONE
] BIRTHDAY
] EMAIL
O SSN
[| T passPORT

[l PASSPORTISSUED



Power Bl Premium Workspace for Health Department DLP Power Bl test ~

@ 4 File ~ (& Refresh ~ @& Share - Createareport - E Analyze in Excel  off Lineage - Ar Model health

Home [
@ @ senstive Data detected?! View
Create

£ Tables X

|| Details for DLP Power BI test

Browse
Visualize this data ‘ Share this data _
escription ‘ elect a table and/or columns from this
E_ -+ Add descripti Select a tabl d/ I f th
- : N N
Data hub Create an interactive report, or . Give people access to the semantl.c model to view and export the
& Location () Refreshed a table, to discover and share semantic model and set their underlying data. Learn more
B Premium Workspace for Hea... 5/22/25, 9:15:57 PM Send link o permissions to work with it.
bE DLF Power Bl test Learn more @ To select more than one table, and
view summarized data, create a
Mg Share semantic model paginated report.
etrics
" . People in your organization with the link | Create paginated report
| «can view and share | a
Deploymsnt ~ [ © DLPTEST_UT
pipelines
o See what already exists bubhat@hotmail.com Q Filter by keyword = Filter - O -
These items use the same data source as DLP Power Bl test.
L= One or more e-mail addresses with the
following di i tsidh
O O Mame Type Relation Locatior ﬂ,gg:i:fﬁo::lalj;i:;g:;t; :“_:g: idorsement Sensitivity U LASTNAME
>2'crk5psces
. m DLP Power Bl test . Report Downstream Premium — D FULLNAME
& | Add a message (optional)
Premium
‘Workspace.. D ADDR
Send D CITY
) =) O ST
Copy link Mail [ = zIp
O PHONE
O BIRTHDAY
] EMAIL
O SSN
[[] = passPORT
O] PASSPORTISSUED



Power Bl Premium Workspace for Health Department DLP Power Bl test ~

@ (3 File ~ ( Refresh v (& Share 4 Createareport ~ K AnalyzeinExcel of Lineage ~ At Model health  ~

Home

@ @ Senstive Data detected!! View
Create

£ ) Tables X
P |*] Details for DLP Power Bl test

Visualize this data . Share this data _
E‘_ + Add description ‘ Select a table and/or columns from this
- : N N
Data hub Create an interactive report, or . Give people access to the semantic model to view and export the
& Location () Refreshed a table, to discover and share semantic model and set their underlying data. Learn more

B Premium Workspace for Hea... 5/22/25, 9:15:57 PM business insights. Learn more permissions to work with it.

B Learn more (@ To select more than one table, and X

g send link view summarized data, create a

% i
Mstri DLP Power Bl test Share semantic model paginated report.
etrics

Create paginated report

1 . ) 5 b -
Deplayment Specific people can view and share N D B DLPTEST UT
pipelines
See what already exists P _
. i (4, Filter by keyword = Filter ~

m These items use the same data source as DLP Power BI test. @ Joni Sherman = h 0 FIRSTNAME

Leam

Oy ] Name Type Relation Locatior idorsement Sensitivity 0 LASTNAME

>2'c”<595‘95 Add a message (optional) |
= m DLP Power Bl test . Report Downstream Premium.| — D FULLNAME
(.é) 4
Premium
Workspace.. m D ADDR
] (olhn's
@ &
ST
Copy link IMail D

0 = aip
] PHONE
] BIRTHDAY
] EMAIL
] SSN
[] = PASSPORT
O] PASSPORTISSUED



Microsoft Defender
for Cloud Apps for
Power Bl

Using Cloud App Security, it is
possible to detect and control risky
Power Bl sessions in real time, thus
reducing the chance of damage
that could be caused by content
and data being accessed by
malicious actors.



Defender for Cloud Apps Policies for Power BI

Monitor, block, or control user sessions in real time.

* Access Policies - Controls whether a user is allowed to sign in to
a cloud application like the Power Bl service.

- Session Policies - Allows access for the user while monitoring or
limiting what actively occurs during their session.

Monitor and act on activities recorded in Power Bl activity log
(Non-Real time policies)

» Activity policies — Take Governance actions based on a single or
repeated activity already performed by the user




Microsoft Azure

Home > Conditional Access | Policies >

M365 and Power Bl Conditional access policy

Conditional Access policy
Delete ‘G View policy information

Control access based on Conditional Access
policy to bring signals together, to make

" View policy impact

decisions, and enforce organizational policies.

Learn more of

Name *

Control access based on all or specific apps,

internet resources, actions, or authentication

context. Learn more o]

Select what this policy applies to

& Search resources, services, and docs (G+/)

T Copilot

| Resources (formerly cloud apps)

v

M365 and Power Bl Conditional access policy

Assignments

Users

Specific users included

Target resources (0

2 resources included

Network | NEW

Not configured

Conditions

1 condition selected

Access controls

Grant

0 controls selected

Session

Use Conditional Access App Control

Enable policy

'Z:: Report-only m off ::Z'

Include  Exclude

O MNone

O All resources {formerly 'All cloud apps')

@ Select resources

Edit filter

Mone

Select

Power Bl Service and 1 mare

u Office 365 (

Power Bl Service
00000003-0000-0000-£000-0000000000..

0 To create a Conditional Access policy

targeting members in your tenant with

Global Secure Access (GSA) as a

resource, make sure GSA is deployed in

your tenant. Learn more

Client apps X

Control user access to target specific client
applications not modern
authentication.

Configure

Yes

Select the client apps this policy will
apply to

Modern authentication clients

Browser

Mobile apps and desktop clients

Legacy authentication clients

Exchange ActiveSync clients

Other clients ()

Session P

Control access based on session controls
to enable limited experiences within

specific cloud applications. L.earn more )

Use app enforced restrictions &

@ This control only works with
supported apps. Currently, Office 365,
Exchange Online, and SharePoint
Cnline are the only cloud apps that
support app enforced restrictions.
Learn more &

Use Conditional Access App
Control

‘ Use custom policy... ~

O Custom policies need to be
configured in Cloud App Security
portal. This control works instantly
for featured apps and can be self
onboarded for any app.

Learn more &

Configure custom policy
Sign-in frequency ©

Persistent browser session O

evaluation

Disable resilience defaults

]
O
D Customize continuous access ®
]
O

Require token protection for sign-in
sessions (Preview)

Use Global Secure Access security
profile

admin@GOVI00497.0n...

CONTOS0 (GOVI00497.ONMICR...

Create Conditional access policies in Microsoft Entra ID




Defender for Cloud Apps — Conditional Access App control

Microsoft Defender £ Search

5l

BT © m
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Y

Investigations

Explorer

Review

Campaigns

Threat tracker

Exchange message trace
Attack simulation training

Policies & rules

Cloud apps

Cloud discovery
Cloud app catalog
OAuth apps

App governance
Activity log
Governance log
Policies

Policy management
Policy templates
Reports

Audit

Health

Permissions

Customize navigation

Settings

Cloud apps

SuapsIuL IEpUIL
Continuous reports
Automatic log upload
App Tags

Exclude entities

Microsoft Defender for
Endpoint

User enrichment

Anonymization

Delete data
Connected apps

App Connectors

I Conditional Access App
Control apps

Information Protection

Admin guarantine

Micrasoft Infarmation
Protection

Azure security
Files
Conditional Access App Control
Default behavior
User monitoring
Device identification
App onboarding/maintenance

App governance

Conditional Access App Control apps

The Cenditional Access App Control adds real-time monitering and control capabilities for your apps.

To enable Conditional Access App Control capabilities on your apps, follow the deployment instructions.

Filters:

App: Selectapps v App category: Select category v

+ Add

AppT ~

Microsoft 365 Copilot - General
Collaboration

Microsoft Exchange Online - General
Cloud computing platform

Microsoft Power Bl - General
Business intelligence

Microsoft Teams - General | PREVIEW
Online meetings

£} Device identification settings

@ Advanced filters

1- 4 of 4 Conditional Access App Control apps % Hide filters [TF Table settings ~

Last connected:

Status Available controls Was connected on Last activity

Connected Microsoft Entra conditional .. May 23, 2025 9:52 AM May 23, 2025 %:52 AM

@ Onboard with session c..

Connected Microsoft Entra conditional .. May 23, 2025 9:52 AM

Session contral

May 23, 2025 %:52 AM

Connected Microsoft Entra conditional .. May 23, 2025 9:50 AM

Session contral

Connected Microsoft Entra conditional .. May 23, 2025 9:52 AM

Session contral

May 23, 2025 %:52 AM



Custom access policies for Power Bl

An access policy created in Defender for Cloud Apps controls
whether a user is allowed to sign in to a cloud application like the
Power Bl service.

Examples to use access policies to block access to the Power Bl service:

* Unexpected user

« Non-managed device

« QOutdated browser or operating system
« Unknown location or IP address



f‘p Investigations POI'Cles 0
) Explorer
s
: Customize alerts and actions by creating policies: reate poli e
Review © 77 g p C policy
@ Campaigns
I Threat detection  Information protection  Conditional access ~ Shadow IT Al policies
reat tracker
| & Exchange message trace Filters: @ Advanced filters
EL Attack simulation training Name: | Policy name Type: Select type ~  Status: m DISABLED Severit: §EB ®HEB W®EB  Category: Select risk category v
%5 Policies & rules
—~+ Create policy ~ 4 Export 1- 20 of 30 Policies 5/ Hide filters [T Table settings
& Cloud apps o  Activity policy
Count v Se.. | v Category v Action Modified
88 Cloud discovery [ File policy
B cloud app catalog <h AF_Access p0|I-C}"- olicy PP consent 0 active incidents HEB High {3} Threat detection o May 22, 2025 03
osoft Threat Intelligence to scan OAuth apps connected to your environment and trig...
% OAuth apps £2 Access policy
_ _ 1 by terminated user 0 active incidents EEB High  {} Threat detection Q May 22, 2025 52
App governance B Session policy sur environment and alerts when a terminated user performs an activity in a sanctione...
% OAuth app polic
50 Activity log PP polcy ity 0 active incidents EEB High 4} Threat detection o May 22, 2025 &
=2 This policy profiles your environment and triggers alerts when an activity pattern is detected that is typical ...
Governance log
=) Suspicious inbox forwarding 0 active incidents EEB High L} Threst detection o May 22, 2025 2
% Policies A This policy profiles your environment and triggers alerts when suspicious inbox forwarding rules are set on...
I Policy management =) Suspicious inbox manipulation rule 0 active incidents WED High L} Threat detection Q May 22, 2025 03
This policy profiles your environment and triggers alerts when suspicious inbox manipulation rules are set ...
Policy templates
= Unusual addition of credentials to an OAuth app 0 active incidents EBD Medi.. £} Threat detection o May 22, 2025 02
b Reports This detection policy profiles your environment and triggers alerts when users perform unusual addition of...
B Audt ) Unusual file deleticn activity (by user) 0 active incidents BN Medi.. £3 Threat detection o May 22, 2025 &5
This policy profiles your environment and triggers alerts when users perform multiple file deletion activitie...
@  Health
=) Multiple storage deletion activities 0 active incidents BB Medi.. £} Threat detection o May 22, 2025 o
@-h Errricsons This policy profiles your environment and triggers alerts when users perform multiple storage deletion or ...
8% Settings @ Unusual impersonated activity (by user) 0 active incidents BN Medi.. £ Threat detection o May 22, 2025 253
This policy profiles your environment and triggers alerts when users perform multiple impersonated activiti...
& Customize navigation @ Suspicious file access activity (by user) 0 active incidents EE" Medi.. ©F Threat detection Q May 22, 2025 02 d
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»

Policies » Create access policy

+J

Investigations

]

Expl -
e Create access policy

e End user

Access policies provide you with real-time monitoring and contrel over user logins to your cloud apps.

@ Campaigns .

Policy name * experlence
k2 Threat tracker

‘ Power Bl Access Policy ‘
B2  Exchange message trace

Policy severity * Category *
B Attack simulation training ‘ i ‘ - ‘ - ‘ ‘ Access control y
% Policies & rules

Description
< Cloud apps ~ @
88 Cloud discovery . .

Access to Microsoft Power Bl is blocked

HL cCloud app catalog )

Activities matching all of the following Edit and pre Access to Microsoft Power Bl is blocked by your organization's security
8 OAuth apps policy !

X Device v Tag w does not equal v Intune compliant, Microsoft Entra Hybrid joined ~ (@
App governance
. X  App w equals Microsoft Power Bl  ~
G Activity log
Governance log X User v Name w equals Diego Siciliani (diegos@gov300497.onmicrosoft.com)
¥ Policies -~ ¥ Location w does not equal v United States v
Policy management
¥ Useragenttag ~ equals w Outdated browser v
Policy templates
Add a filter

b Reports
2 Audit

Actions

Health
Select an action to be applied when user activity matches the policy.

Permissions Microsoft Defender for Cloud Apps = Terms  Privacy
O Test

2
Q
iré? Monitor all activities
v

Settings
(®) Block

Customize navigation A default block message is displayed when possible .



Custom session policies for Power Bl

Use session policies to monitor, block, or control user sessions in
the Power Bl service. Useful when you don't want to allow or
block access completely .

* Example:

* Block downloads and exports when a specific sensitivity
label, like Highly Restricted, is assighed to the item in the
Power Bl service.

« Monitor when a user, who meets certain conditions, signs
In.

 Control file uploads with session policies



f‘p Investigations POIICIES 0
E‘p Explorer
>

Farier (D Customize alerts and actions by creating policies: | Create policy
® Campaigns

Threat detection  Information protection  Conditional access ~ Shadow IT  All policies
k£ Threat track P P

reat tracker

= & Exchange message trace Filters: @ Advanced filters
EL  Attack simulation training Name: | Policy name Type: Select type ~  Status: m DISABLED Severit: @EB ®ES @EB  Category: Select risk category v
= Policies & rules

—~+ Create palicy ~ 4 Export 1- 20 of 30 Policies % Hide filters [TJ Table settings *~
& Cloud apps -~ & Activity policy

Count v Se.. |l ~ Category v Action ~  Maodified ~

88 Cloud discovery [ File policy
HL Cloud app catalog b App discovery policy  Ipp consent Loading... EEB High £ Threat detection 0 May 22, 2025 £

. . osoft Threat Intelligence to scan OAuth apps connected to your environment and trig...
5 A Session paolicy

¥

OAwuth apps
1 by terminated user Loading... EEB High £ Threat detection 0 May 22, 2025 03

£ Session policy aur environment and alerts when a terminated user performs an activity in a sanctione...

(i

App governance

B4 OAuth app policy

53 Activity log - ity Loading... WEB High £ Threat detection 0 May 22, 2025 5
This policy profiles your environment and triggers alerts when an activity pattem is detected that is typical ...
Governance log
= Suspicious inbox ferwarding Loading... WEB High £ Threat detection n May 22, 2025 2
E Policies A This palicy profiles your environment and triggers alerts when suspicious inbox forwarding rules are set on ...
I Policy management @ Suspicious inbox manipulation rule Loading... GNP High {:} Threat detection 0 May 22, 2025 5:233
This pelicy profiles your environment and triggers alerts when suspicious inbox manipulation rules are set ...
Policy templates
= Unusual addition of credentials to an OAuth app Loading... BE" Medi.. £F Threst detection 0 May 22, 2025 03
e Reports This detection policy profiles your environment and triggers alerts when users perform unusual addition of ...
2 Audit 5 Unusual file deletion activity (by user) Loading... @D Medi.. £ Threat detection 0 May 22, 2025 03
This palicy profiles your environment and triggers alerts when users perform multiple file deletion activities...
¥ Health
= Multiple storage deletion activities Loading... EED Medi.. €3 Threat detection 0 May 22, 2025 2
Qﬁ Frrmifesons This policy profiles your environment and triggers alerts when users perform multiple storage deletion or D...
#:  Settings = Unusual impersonated activity (by user) Loading... BE" Medi.. £3 Threat detection n May 22, 2025 52
This policy profiles your environment and triggers alerts when users perform multiple impersonated activiti...
j Customize navigation @ Suspicious file access activity (by user) Loading... Al Medi.. {:} Threat detection 0 May 22, 2025 5:233 -
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Microsoft Defender

Identities
Dashboard
Service accounts
Health issues

Tools

Email & collaboration
Investigations

Explorer

Review

Campaigns

Threat tracker

Exchange message trace
Attack simulation training

Policies & rules

Cloud apps

Cloud discovery
Cloud app catalog
OAuth apps

App governance
Activity log
Governance log

Policies

Policy management

Policy templates

Policies » Create session policy

Create session policy

Session policies provide you with real-time monitoring and control over user activity in your cloud apps.

Policy template *

| Block download based on real-time conten... Vv ‘

Policy name *

| Block download based on real-time content inspectio

Policy severity * Category *

|III‘III‘III‘ ‘DLP v

Description

Defender for Cloud Apps will evaluate the content of files being downloaded and will black any violations in real-
time.

Session control type *

Select the type of control you want to enable:

Control file download (with inspection) v

Activity source

Add activity filters to the policy

Activities matching all of the following

@ Edit and preview results

X Device v Tag v does not equal  + Intune compliant, Microsoft Entra Hybrid joined ~ (@
X  App wv equals v Microsoft Power Bl ~
Add a filter

Add file filters to the policy

4 S

Files matching all of the following

Filters:

X Sensitivity label ~ equals ~

Select sensitivity label A I

Add a filter

General-Anyone (unrestricted)
General-All Employees (unrestrictad)
Confidential
™ Confidential-All Employees

Confidential-5pecific People

the following o

]

cters of a match

Highly Confidential
Highly Confidential-All Employees
Highly Confidential-Specified People

Highly Confidential-DOH Only
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Microsoft Defender

Identities
Dashboard
Service accounts
Health issues

Tools

Email & collaboration
Investigations

Explorer

Review

Campaigns

Threat tracker

Exchange message trace
Attack simulation training

Policies & rules

Cloud apps

Cloud discovery
Cloud app cataleg
OAuth apps

App governance
Activity log
Governance log

Policies

Policy management

Policy templates

Inspection method

| Data Classification Service hd

@ LL5. Social Security Mumber (S5N)

of the following occur:

*®
0 Credit Card Number x
Choose another inspection type

D Unmask the last 4 characters of a match (O

Actions

¥ Advanced settings

¥ Advanced settings

Select an action to be applied when user activity matches the policy.

() Audit

Monitor gctivities

(®) Block

A default block message is displayed when possible

D Customize block message @

O Protect

Apply sensitivity label to downloads & monitor all activities

Require step-up authentication |PREVIEWIFEATORE] O

Re-evaluate Microsoft Entra Conditional Access polices based on the authentication context.

Unpublished authentication context will not be enforced

Configure authentication context

(D No authentication context configured

D Always apply the selected action even if data cannot be scanned (O

Alerts

Create an alert for each matching event with the policy's severity

Save as default settings Restore default settings

D Send alert as email @
1




Real Time Controls through session policies

< O ) https:;//dxt.powerbi.com.us3.cas.ms/groups/80e26d0a-e85e-499b-ad 17-897e0b9052c4/reports/991fad401-19c1-4a54-a02c-ad430c9cfec... ¢ g © @

2019 Q2 Revenue - Inte... | Data updated 6/4/19

Power BI Contoso Finance... > ***

= I— Export ™ |2 Share [ Subscribe [ Comments --- to default Ij Bookmarks ~ View

% H © % B

[

Team Scorecard
Industry Margin Analysis

Executive Scorecard

Executive
Andrew Ma
Annelie Zubar
Carlos Grilo
Tina Lassila
Valery Ushakov

Team Revenue

Pl

Executive @Andrew Ma @ Annelie Zubar @ Carlos Grilo @ Tina Lassila @Valery Ushakov

RevenueTY @ Revenue % Variance to Budget

7 42.5%

=
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Built-in Defender for Cloud Apps detections for

Power Bl

Microsoft Defender 0O Search

S
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Investigations

Explorer

Review

Campaigns

Threat tracker

Exchange message trace
Attack simulation training

Policies & rules

Cloud apps

Cloud discovery
Cloud app catalog
OAuth apps

App governance
Activity log
Governance log
Policies

Policy management

Policy templates

Reports

Audit

Health

Permissions

Settings

Customize navigation

Policies

(@ Customize alerts and actions by creating policies:

Threat detection  Information protection  Conditional access  Shadow IT Al policies

Filters:

Name: Type: Select type v Status: DISABLED Severity: gEE ®EEE HEB

reate policy ~ & Export
+ Create policy ~ L Exp
Palicy ~ Count ~

=) Suspicious Power Bl report sharing 0 active incidents
This policy profiles your environment and triggers alerts when a user shared a Power Bl report that may incl...

=) Multiple Power Bl report sharing activities 0 active incidents

This policy profiles your environment and triggers alerts when users perform multiple share report in Power...

@ Advanced filters

Category: Select risk category v

Y 1-20f2Policies %Y Hidefilters TF Table settings ~

Se.. | v Category ™ Action~  Maodified -
[ | Low IF Threat detection Q May 22, 2025 8
[ | Low IF Threat detection Q May 22, 2025 :{(1‘3



Set anomaly detection policies to monitor Power
Bl activities

Microsoft Defender 2 Search
= Category *
¥  Health issues
B Tools
Description
Email & collaboration A This policy profiles your environment and triggers alerts when a user shared a Power Bl report that may include
sensitive information and may indicate a compromised account. The report was either shared with an external email
address, published to the web, a snapshot was delivered to an externally subscribed email address.
lf"p Investigations
E‘D Explorer SCOpE
Review
All users and groups v
@ Campaigns
k2 Threat tracker
Alerts
B  Exchange message trace

Save as default settings Restore default settings

&TL‘

Attack simulation training
\:‘ Send alert as email @

It

Palicies & rules

& Cloud apps - Create a playbook in Power Automate

BB Cloud discovel .
T Governance actions

H cCloud app catalog

o All apps

&2 OAuth apps

El App governance D Notify user (@

62 Activity log

Governance log G Suspend Microsoft Entra user (0

For Microsoft Entra users

T, Polides ~

- D Confirm user compromised ()
Policy management For Microsoft Entra users
Policy templates

BY Microsoft 365
b Reports

D Suspend user in app

'@

2 Audit

%2 Health D Confirm user compromised



Defender for Cloud Apps - Activity Log for Power B

Microsoft Defender

= Activity log Microsoft Power Bl - General
Eo Investigations

E“'}: Explorer m

£ Microsoft Power Bl - General cusines: inteligence :

Review

Campaigns

5]

@

R e Dashboard Info  Accounts  Activitylog  Alerts
&

Exchange message trace
2 < ~+ New policy from search  J, Export 1-2of 2 activities () 7 Show filtters T3 Table settings

& Attack simulation training

Activity User IP address Location Device Date | ~
Policies & rules

May 23, 2025 ©:52 AM

»)

[= Single sign-on log on Megan Bowen 47.188.196.74 United States

o

Cloud apps ~

May 23, 2025 %:30 AM

»)

= Single sign-on log on Megan Bowen 5 135.119.40.203 IEl United Sta...

4 Cloud discovery

R cloud app catalog
g DAuth apps
App governance

Activity log

m §

Governance log

It

Policies ~

Policy management
Policy templates
b~ Reports
B Audit
& Health
E-L Permissions

@ Settings

ﬂ Customize navigation




Defender for Cloud Apps -Activity Log for Power B

i1 Microsoft Defender £ search

Fp Investigations
[ L] -
- #* Microsoft Power Bl - General gsiness inteliigence :
2o Explorer
Review
@ Campaigns Dashboard Info  Accounts  Activitylog  Alerts
k2 Threat tracker
-+ New policy from search |, Export 1- 2 of 2 activities () 7 Show filters 3 Table settings
B2  Exchange message trace -
E  Attack simulation trainin Activity ~ User IP address Location Device Date |
g Y
= Policies & rules —_
g Single sign-on log on R Megan Bowen 47.188.196.74 United States - May 23, 2025 9:52 AM
gle sig 9 eg ] y
& Cloud apps ~ sHowsmiLAR £ 2 @ Q © User 1P address Send us feedback...
88 Cloud discovery Description:  Single sign-on log on
B cloud app cataleg Activity type:  Single sign-on log on User: Megan Bowen Date: May 23, 2025, 9:52 AM IP address:  47.188.196.74
S0 DAuth apps Action type (in app): SSO Logon User organizational unit: — Device type: PC, Windows 10 10.0, Edge Chromium 137.0 IP category: —
App governance Source: Access control (Azure AD) User groups: — User agent tags: — Tags: —
&2 Activity log ID: 1748011954838 _7372f44c-189c-4058-9e0a-653b3... Activity objects: Megan Bowen App:  Microsoft Power Bl - General Location:  United States, texas, coppell CF
Governance log Matched policies: Load matched policies ISP:  frontier communications
= Policies ~
- Single sign-on log on A MeganB S 135,119.40, i@ United Sta... o May 23, 2025 9:50 AM
Policy management E gle =g 9 R legan Bowen 135.119.40.203 Bl Unite (m=ly | ay
Policy templates SHOW SIMILAR 7 2 G Q0 User IP address Send us feedback...
Description:  Single sign-on log on
k' Reports ¥ e 2
= amm Activity type:  Single sign-on leg on User: Megan Bowen Date: May 23, 2025, 9:50 AM IP address:  135.119.40.203
= Audi
@ Action type (in app): SSO Logon User organizational unit: — Device type: PC, Windows 10 10.0, Edge Chromium 136.0 IP category: 4 Cloud provider
Health
Source: Access control (Azure AD) User groups: — User agent tags: — Tags:  MICROSOFT CORPORATION
Q Permissions
ID:  1748011855059_1a5e249c-9e50-4eee-b061-32100... Activity objects: Megan Bowen App: Microsoft Power Bl - General Location:  United States, iowa, des moines [
@ Settings
Matched policies: Load matched policies ISP:  microsoft limited

f Customize navigation d



Custom policies to alert on suspicious user

activity in Power BI

E5 Investigations (D) Customize alerts and actions by creating pelicie
F“p Explorer
E Review Threat detection Information protection ~ Conditional access ~ Shadow IT
@ Campaigns .
Filters:
k2 Threat tracker
Name: | Palicy name Type: Select type v Status: DISABLED
B2  Exchange message trace
- : ; Create policy ~ L Export
L?n Attack simulation training + reate palicy = Bxpor
4 Activity polic
5 Policies & rules ¥ oty
[ File policy
palicy
& Cloud apps b App discovery policy  #Pp consent
osoft Threat Intelligence to scan OAuth apps connected to your environment and trigg...
88  Cloud discovery 2 Access policy
1 by terminated user
FE  Cloud app catalog B Session policy sur environment and alerts when a terminated user performs an activity in a sanctione...
B
L QAuth apps % OAuth app policy ity
e This paolicy profiles your environment and triggers alerts when an activity pattem is detected that is typical ...
EI App governance
@ Suspicious inbox forwarding
©0  Activity log This palicy profiles your environment and triggers alerts when suspicious inbox forwarding rules are set on ...
El Governance log @ Suspicious inbox manipulation rule
This policy prafiles your environment and triggers alerts when suspicious inbox manipulation rules are set ...
= Policies

b Reports
I Multiple storage deletion activities
Audit This policy profiles your environment and triggers alerts when users perform multiple storage deletion or D...
nusual impersonated activity (by user)
2 Health =) u 1 imp: ted activity (by )
This policy profiles your environment and triggers alerts when users perform multiple impersonated activiti...
Q Permissions
Suspicious file access activity (by user)
82 Qattinnc 8 e imme mmmne o lbinln Eln e A

Email & collaboration

Policy management

Policy templates

/O Search

Policies

All policies

= Unusual addition of credentials to an OAuth app

This detection policy profiles your environment and triggers alerts when users perform unusual addition of ...

@ Unusual file deletion activity (by user)
This policy profiles your environment and triggers alerts when users perform multiple file deletion activities...

Severity: mED @&

Count

0 active incidents

0 active incidents

0 active incidents

0 active incidents

0 active incidents

0 active incidents

0 active incidents

0 active incidents

0 active incidents

0 active incidents

Category: Select risk category

Se.. | ™

High

High

High

High

High

Medi...

Medi...

Medi...

Medi...

Medi...

Category ™

2

2

2

2

%

2

2

o

o

o

Threat detection

Threat detection

Threat detection

Threat detection

Threat detection

Threat detection

Threat detection

Threat detection

Threat detection

Threat detection

v

1- 20 of 30 Policies %7 Hide filters

Action

Qo

Modified ~

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

May 22, 2025

@ Advanced filters

7 Table settings




Custom policies to alert on suspicious user activity in

Power Bl

Microsoft Defender £ Search

= Policies > Create activity policy

= Email & collaboration ~
Create activity policy
If'p Investigations
Eﬁ Explorer
Policy template *
B Review | No template ~ |
® Campaigns ‘ No template ‘.
k£ Threat tracker Mass download by a single user
o= Exchange message trace Multiple failed user log on attempts to an app
L?:,‘. Attack simulation training Logon from a risky IP address
= Policies & rules Administrative activity from a nen-cerperate IP address
Potential ransomware activity
& Cloud apps -~
Access level change (Teams)

&

Cloud discovery
Log on from an outdated browser

B Ccloud app catalog . o
Activities from suspicious user agents
v
80 OAuth apps
@ Single activity
App governance Every activity that matches the filters
Activity log O Repeated activity:

Repeated activity by a single user

m§

Governance log

= Policies = Activities matching all of the following

Policy management

Select afilter ~
Pelicy templates
Add a filter
b~ Reports
B Audit
Alerts

P Health

e Create an alert for each matching event with the policy's severity

Save as default settings Restore default settings
€88 Qattinne

Create filters for the policy

Act on:

@ Single activity

Every activity that matches the filters

O Repeated activity:
Repeated activity by a single user

Activities matching all of the following

X  App v  eguals v  Microsoft Power Bl v

X User v  Fromgroup v  equals v  Selectusergroup v  as  Actoronly v
Add a filter

Alerts

Create an alert for each matching event with the policy's severity

Save as default settings Restore default settings

D Send alert as email ©

Daily alert limit per policy

Create a playbook in Power Automate

Governance actions

[0]

<@ Edit and preview results

All apps

B¢ Microsoft 365

D Suspend user in app
D Require user to sign in again

D Confirm user compromised




Power Bl Audit logs in Microsoft Purview

Microsoft Purview 2 search

Home
b .
S C& Audit Sea I'Ch ¥ Learn about audit
Solutions
I Q. Search
@ Searches completed Active searches Active unfiltered searches
E=TE == Policies o 0 0
™
(& Date and time range (UTC) * Activities - friendly names Users
. Related solutions
Start l May 22 2025 E l ‘ 00:00 ~ | l Choose which activities to search for I | Add the users whose audit logs you want to search |
ﬁ g eDiscovery
Fnata L:s; Power Bl 4 ] File, folder, or site ®
revention
End [ May 23 2025 E l ‘ 00:00 ~ | .
. . . A Enter all or a part of the name of a file, website, or folder
ﬁ Microsoft Fabric activities
\nformation Keyword Search [ ] Workload
Protection ~ D Viewed Power Bl dashboard orkloads
Enter the keyword to search for l
ot I Enter the workloads to search for l
. D Created Power Bl dashboard
DSPM for Admin Units
Al i
l Choase which Admin Units to search for I D Bdited Power Bl dashboard
‘! D Deleted Power Bl dashboard
Compliance
Manager

D Shared Power Bl dashboard -

() Refresh 0 items

Search name Job status Progress (%) Search time Total results Creation ti... | “ Search performed by

No data available

Audit more than 150 Power Bl
related audit logs in Purview
Portal



Power Bl Security Licenses for GCC

Feature

Sensitivity Labels

Required Licenses

Power Bl Pro OR Premium Per User (PPU)
+

M365 G3/AIP P2/M365 G5 IP&G/M365 G5 Compliance/G5
licenses

DLP Policies

Power Bl Premium capacity OR Premium Per User (PPU)
+

M365 G5 IP&G/M365 G5 Compliance/M365 G5 licenses

Security Monitoring

M365 G5 IP&G/M365 G5 Compliance/M365 G5 licenses

Audit Log Retention (1 year)

M365G5 eDiscovery & Audit /M365 G5 Compliance/M365 G5
licenses



https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fpower-bi%2Fenterprise%2Fservice-security-enable-data-sensitivity-labels%23licensing-and-requirements&data=05%7C02%7CBhavana.Bhatia%40microsoft.com%7C72ac8d11ac7546a772e608dcd758c834%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638622023518959363%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=hceTvbVGPWhxnNYHnGu9UDescIMlTTTLGBLmg4rRzPQ%3D&reserved=0
https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-data-loss-prevention#licensing-requirements
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fpower-bi%2Fenterprise%2Fservice-security-data-protection-overview%23overview&data=05%7C02%7CBhavana.Bhatia%40microsoft.com%7C72ac8d11ac7546a772e608dcd758c834%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638622023518985522%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ieRUq%2BKN0VUdOFwJjTW28T%2ByfllKiU6wSbx2aR3abco%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcdn-dynmedia-1.microsoft.com%2Fis%2Fcontent%2Fmicrosoftcorp%2Fmicrosoft%2Ffinal%2Fen-us%2Fmicrosoft-brand%2Fdocuments%2Fmodern-work-plan-comparison-enterprise_0916.pdf&data=05%7C02%7CBhavana.Bhatia%40microsoft.com%7C72ac8d11ac7546a772e608dcd758c834%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638622023518994436%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=P2fgOjiraL%2BndjUoqzS9oLZqkGuuKKsa4tdVMQvpx2I%3D&reserved=0

Additional Info

 References:
* Info Protection and DLP for Power Bl
 Sensitivity labels in Power Bl
« Defender for Cloud Apps for Power B
 Auditing of information protection and data loss prevention for Power Bl

* Next Session — Guidance on CJIS Compliance for State and Government
agencies.

 Schedule a meeting with a SLG Purview Specialist for any questions or live
demonstrations. Email: MSSLGCompliance@microsoft.com



https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-info-protection-data-loss-prevention-overview
https://learn.microsoft.com/en-us/power-bi/enterprise/service-security-sensitivity-label-overview
https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-defender-for-cloud-apps
https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-auditing-info-protection-data-loss-prevention
mailto:MSSLGCompliance@microsoft.com
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