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Protect your data in Power BI

Protect your Power BI reports, data, and 

services from unintended leaks or breaches.

Capabilities include:

• Create conditional access policies by 

using real-time session controls in 

Microsoft Entra ID

• Security admin capabilities to monitor 

user access and activity

• Perform real-time risk analysis

Security

Classify and protect your data 

from breaches and exfiltration with 

sensitivity labels.

Capabilities include:

• Classify and label sensitive 

Power BI data 

• Enforce governance policies 

even when Power BI content is 

exported to supported export 

formats

Information Protection

Reduce the risk of sensitive business 

data leakage from Power BI.

Capabilities include:

• Evaluate all semantic models within 

the workspaces 

• Detect when sensitive data is 

uploaded into your Premium 

capacities 

• See customized policy tip when 

semantic model identified as sensitive

Data loss prevention

Microsoft Purview Microsoft Purview Microsoft Defender 

for Cloud Apps



Purview Information Protection for Power BI

Microsoft Purview Portal



Sensitivity Labels

• Sensitivity labels are part of the Information 
protection framework

• Only one label can be assigned to each item

• Sensitivity label has the following purposes.

• Classification: It provides a classification 
for describing the sensitivity level.

• User education and awareness: It helps 
users understand how to appropriately 
work with the content.

• Policies: It forms the basis for applying 
and enforcing policies and DLP.



Create Sensitivity 
Labels











































Enable 

Sensitivity labeling 
in 

Power BI Admin 
center











Sensitivity labeling 
End User 
experience



Sensitivity labels in the Power BI Service
Set the sensitivity label on a report or dashboard



Sensitivity labels in the Power BI Service

Set the sensitivity label on a semantic model or dataflow



Sensitivity label 
inheritance from data 
sources

• Power BI can inherit sensitivity 
labels from supported data sources 
like:

• Excel files stored on OneDrive or 
SharePoint Online*

• Azure Synapse Analytics 
(formerly SQL Data Warehouse)

• Azure SQL Database























Apply sensitivity labels in Power BI Desktop





Downstream inheritance



Sensitivity labels and protection on exported data



Sensitivity labels and protection on exported data







Sensitivity label inheritance upon creation of new content



Sensitivity labels in the Power BI mobile apps



Microsoft 365

Cloud DLP – Service based

Endpoint

Endpoint – Platform based

Non-Microsoft apps

3rd party API based

On-premises

On-prem service

Guided onboarding

Unified & flexible policy management

Integrated with Microsoft Purview Information Protection

Unified alerting & remediation

Agentless and integrated within end user experiences

Data in use

Data in motion

Data at rest

Microsoft Purview Data Loss Prevention
Prevent accidental or unauthorized sharing of sensitive data

Requires 
MIP Scanner

Coming to 
GCC

Gen AI 
Websites



DLP – Admin Experience

• DLP Policy Creation











those labels so that the data remains classified and secure 
when brought into Power BI.

















DLP – Admin Experience

• DLP Policy Matches

















DLP – 
End User 
Experience



Excel data that contains sensitive info



Power BI report created from the sensitive data  source



Power BI report published to Workspace



Power BI data set inside the workspace



Power BI data set inside the workspace











Microsoft Defender 
for Cloud Apps for 
Power BI

Using Cloud App Security, it is 
possible to detect and control risky 
Power BI sessions in real time, thus 
reducing the chance of damage 
that could be caused by content 
and data being accessed by 
malicious actors.



Defender for Cloud Apps Policies for Power BI

Monitor, block, or control user sessions in real time.

• Access Policies - Controls whether a user is allowed to sign in to 
a cloud application like the Power BI service.

• Session Policies - Allows access for the user while monitoring or 
limiting what actively occurs during their session.

Monitor and act on activities recorded in Power BI activity log 
(Non-Real time policies)

• Activity policies – Take Governance actions based on a single or 
repeated activity already performed by the user 



Create Conditional access policies in Microsoft Entra ID



Defender for Cloud Apps – Conditional Access App control



Custom access policies for Power BI

An access policy created in Defender for Cloud Apps controls 
whether a user is allowed to sign in to a cloud application like the 
Power BI service.

Examples to use access policies to block access to the Power BI service:

• Unexpected user

• Non-managed device

• Outdated browser or operating system

• Unknown location or IP address





Access to Microsoft Power BI is blocked

Access to Microsoft Power BI is blocked by your organization's security 

policy !

End user 
experience



Custom session policies for Power BI

Use session policies to monitor, block, or control user sessions in 
the Power BI service. Useful when you don't want to allow or 
block access completely .

• Example:

• Block downloads and exports when a specific sensitivity 
label, like Highly Restricted, is assigned to the item in the 
Power BI service.

• Monitor when a user, who meets certain conditions, signs 
in.

• Control file uploads with session policies









Real Time Controls through session policies



Built-in Defender for Cloud Apps detections for 
Power BI



Set anomaly detection policies to monitor Power 
BI activities



Defender for Cloud Apps - Activity Log for Power BI



Defender for Cloud Apps -Activity Log for Power BI



Custom policies to alert on suspicious user 
activity in Power BI



Custom policies to alert on suspicious user activity in 
Power BI



Power BI Audit logs in Microsoft Purview

Audit more than 150 Power BI 
related audit logs in Purview 
Portal



Power BI Security Licenses for GCC

Feature Required Licenses

Sensitivity Labels Power BI Pro OR Premium Per User (PPU)  

                      +

M365 G3/AIP P2/M365 G5 IP&G/M365 G5 Compliance/G5 

licenses 

DLP Policies Power BI Premium capacity OR Premium Per User (PPU)  

                      +

M365 G5 IP&G/M365 G5 Compliance/M365 G5 licenses 

Security Monitoring M365 G5 IP&G/M365 G5 Compliance/M365 G5 licenses

Audit Log Retention (1 year) M365G5 eDiscovery & Audit /M365 G5 Compliance/M365 G5 

licenses

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fpower-bi%2Fenterprise%2Fservice-security-enable-data-sensitivity-labels%23licensing-and-requirements&data=05%7C02%7CBhavana.Bhatia%40microsoft.com%7C72ac8d11ac7546a772e608dcd758c834%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638622023518959363%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=hceTvbVGPWhxnNYHnGu9UDescIMlTTTLGBLmg4rRzPQ%3D&reserved=0
https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-data-loss-prevention#licensing-requirements
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Flearn.microsoft.com%2Fen-us%2Fpower-bi%2Fenterprise%2Fservice-security-data-protection-overview%23overview&data=05%7C02%7CBhavana.Bhatia%40microsoft.com%7C72ac8d11ac7546a772e608dcd758c834%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638622023518985522%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=ieRUq%2BKN0VUdOFwJjTW28T%2ByfllKiU6wSbx2aR3abco%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcdn-dynmedia-1.microsoft.com%2Fis%2Fcontent%2Fmicrosoftcorp%2Fmicrosoft%2Ffinal%2Fen-us%2Fmicrosoft-brand%2Fdocuments%2Fmodern-work-plan-comparison-enterprise_0916.pdf&data=05%7C02%7CBhavana.Bhatia%40microsoft.com%7C72ac8d11ac7546a772e608dcd758c834%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638622023518994436%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=P2fgOjiraL%2BndjUoqzS9oLZqkGuuKKsa4tdVMQvpx2I%3D&reserved=0


Additional Info

• References:
• Info Protection and DLP for Power BI

• Sensitivity labels in Power BI

• Defender for Cloud Apps for Power BI

• Auditing of information protection and data loss prevention for Power BI

• Next Session – Guidance on CJIS Compliance for State and Government 
agencies.

• Schedule a meeting with a SLG Purview Specialist for any questions or live 
demonstrations. Email: MSSLGCompliance@microsoft.com

https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-info-protection-data-loss-prevention-overview
https://learn.microsoft.com/en-us/power-bi/enterprise/service-security-sensitivity-label-overview
https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-defender-for-cloud-apps
https://learn.microsoft.com/en-us/power-bi/guidance/powerbi-implementation-planning-auditing-info-protection-data-loss-prevention
mailto:MSSLGCompliance@microsoft.com


Questions
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